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This talk is based on
Mustafa Jarrar, Anton Deik, Bilal Faraj: Ontology-based Data and Process
Governance Framework -The Case of e-Government Interoperability in Palestine.
Proceedings of the IFIP International Symposium on Data-Driven Process Discovery
and Analysis (SIMPDA'11). Pages(83-98). ISBN 978-88-903120-2-1. Campione, ltaly.
June, 2011.

Useful Links:

p
* The Palestinian e-Governance Academy é}e Palestinian
(http://www.egovacademy.ps) g;ggevrg;nment

- Zinnar Portal -The Palestinian e-Government 5
Interoperability Framework (http:/zinnar.pna.ps)  zinnar
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What is e-Government (Simplified Demo)

e-Government is a (framework) to enable electronic services: government-

to-government (G2G), government-to-business (G2B), and government-to-
citizen (G2C).
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First> Authenticate the user

« All users are registered in the
Authentication server.

Login using smart ID, password, etc.
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What is e-Government (Simplified Demo)

« After authenticating the user, we show him the list of the services that
he/she is allowed to access. IS4l Laai ciysa e 3SU 5 aadind) e Coyaill aay
L) g sl iy ) ilanl)

 Remark that the user might be a Government employee, Business, or citizen

Example: Choose Renew Driving License

Manually we the clerk (MoT) these docs:
Ministry D Ministry C Ministry B Ministry A (Valid ID, expired license, Valid Vision Test,...), and
we receive our license directly or after few days
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What is e-Government (Simplified Demo)

Servers interoperate among each other to exchange data messages (to

implement an e-service), similar to exchanging papers between ministries

in the real world. by Jila ) Lo Lad <l ) sl Aadasl Jalaii cipe oS dand (5] sy
Aansy 35 il sl Jalty LS el 5 )

Example: Choose Renew Driving License
Electronically servers will communicate to:
O Verify ExpiredLicense (MoT)
O Verify UserlID (Mol)
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What is e-Government (Simplified Demo)

Servers interoperate among each other to exchange data messages (to

implement an e-service), similar to exchanging papers between ministries

in the real world. by Jila ) Lo Lad <l ) sl Aadasl Jalaii cipe oS dand (5] sy
Aansy 35 il sl Jalty LS el 5 )

Example: Choose Renew Driving License

Finally
ePay & Print (/receive mail)
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What is e-Government (Simplified Demo)

Before automating services, they are typically re-engineered and simplified.
L s Jid Gililaall duria ale) g Jasudt oy cBalal)

A framework is needed to allow this Interoperability between servers, taking into
account the (Organizational, Technical, and Semantics) issues.
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What is e-Government (Simplified Demo)

Need a framework of Data Messages -their content, meaning, legality, etc.

Data Message

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" Lall
SOAP- X

ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">

A { <SOAP-ENV:Header> 0

ac <SOA'I.’-'ENV:Header>
<SOAP-ENV:Body> Lall e Ll

ae

<Person>
o <PersonID>123456789</PersonlD>
Minis <FName>Rula</FName>

= <Nationality>PAL33</Nationality>
</SOAP-ENV:Body>
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E-government Frameworks (il ki)

The e-government project in Palestine is divided into five main
frameworks: 1, Iyl e Sall Lo & 5S58 A guasi Sl BY) dusedl

5. Policy i)
4. Legal Framework (A SE Uay)
3. Interoperability Framework ) Jakal)
2. Security Framework il glaall (yal ko)
1. Infrastructure diadl) 4




E-government Frameworks (iw.ill jky))

Egov Network

How managed -
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E-government Frameworks (iw.ill jky))

Methods to secure data messages
e-evidence, e-signature
Certification authority
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E-government Frameworks (iw.ill jky))

Data Semantics,
Codes and standards,

Web Services,
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E-government Frameworks (iw.ill jky))

Laws for e-transactions,
Information Systems,

Privacy&data protection...
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E-government Frameworks (iw.ill jky))

! 5. Policy laludl

What services, what citizens

Immigrants, Refigures, 4. Legal Framework Esal Ly
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Palestinian Interoperability Framework (Zinnar)

Interoperability is divided into three types:

1- Semantic Interoperability (L4=¥¥a Uil aaliall o 38153l 510)

The ability of computer systems to exchange data and have that data
properly interpreted by the receiving system in the same sense as
intended by the transmitting system.

2- Organizational Interoperability
(A e dadd Slady Lgad il g clesc all (i Al Y g 4g0a¥) 5 a8l
The ability of the government organisations to collaborate to achieve
their mutually agreed goals. In practice, organisational interoperability
is established through the integration of business processes and the
related exchange of information. (read more)

3- Technical Interoperability — (“aki¥) cp Al g ALY (381 g1 )
The ability of organisation’s systems to communicate and exchange
data messages


http://www.epractice.eu/files/6.1.pdf

Zinnar - The Palestinian Interoperability Framework
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Palestinian Interoperability Framework (Zinnar)
http//:zinnar.pna.ps

Technical Interoperability

e-Government Service Bus Tech Standards
(Service-Oriented Architecture ) || SOAP, WSDL, UTF-8...

Semantic & Organizational Interoperability are (realized in five servers)

daa = Address GlS-enabled

Oasbiall = ~ Server Addresses
il e g Jas L ol gha¥) -
Database of Government ? ‘& Entity  Jds
Databases - Ontology - Server <t i<l
- Classification codes

Metadata about Entity mappings
all state DBs

Service Business Processes,

= Wy W
CommitTo DR S » -
el WS el Repository agis-ToBe, WSDL, UDDI


http/:zinnar.pna.ps

How to use the Ontology?

The (naming, meaning, data structure)
JNtolog in all exchanged messages commit to
the Ontology
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Government Ontology: Why do we need it?

« Why do we really need a “Framework” to agree on the naming, meaning,
structure of the data, ...?

« Can’t we simply agree on all of this “ad-hoc”, without a framework or ontology?

B Suppose
* A governmental agency A provides
a certain service to agency B.

» The developers from agency B
must understand/(agree with the
developers from agency A) on the
naming, meaning, structure of the

il o data, business rules, ...

This must be done for all other
agencies that want to consume
certain services from A.



Government Ontology: Why do we need it?

« Why do we really need a “Framework” to agree on the naming, meaning,
structure of the data, ...?

« Can’t we simply agree on all of this “ad-hoc”, without a framework or ontology?

A il o Suppose
~> B is the provider of the services




Government Ontology: Why do we need it?

« Why do we really need a “Framework” to agree on the naming, meaning,
structure of the data, ...?

« Can’t we simply agree on all of this “ad-hoc”, without a framework or ontology?

A i 4 ¢ Suppose
C is the provider of the services




Government Ontology: Why do we need it?

« Why do we really need a “Framework” to agree on the naming, meaning,
structure of the data, ...?

« Can’t we simply agree on all of this “ad-hoc”, without a framework or ontology?

» Building the Palestinian e-Government
“ad-hoc” is not scalable.




Government Ontology: Why do we need it?

« Why do we really need a “Framework” to agree on the naming, meaning,

structure of the data, ...?

« Can’t we simply agree on all of this “ad-hoc”, without a framework or ontology?

B

A < l 2 .

Ontology

e .

» Building the Palestinian e-Government
“ad-hoc” is not scalable.

= \We need a framework (Ontology), such
that:

« The WSDL of a service “commits” to
the Ontology.
 The consumer of the service refers to

the ontology to understand the
meaning, structure and business
rules pertaining to the data.



The Entity Server



e-Government (Data Messages)

Data Message

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">

<SOAP-ENV:Header>

<SOAP-ENV:Header> Such codes should be
<SOAP-ENV:Body> standardized between the
<Person> service provider and the

<PersonID>123456789</PersonlD>

<FName>Rula</FName> consumer

Minisf <Nationality>PAL33</Nationality>

=—— </SOAP-ENV:Body>
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How to use the Entity Server?

Using the same entity codes when
transferring data between governmental
agencies.

All entities (codes, names, and
mappings) appear in data messages
should defined in the Entity Server.

Ministry D Miniglry C Minisgy B inistry A
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How to use the Entity Server?

Governmental agencies cannot communicate without the Entity Server.

Service providers and consumers don’t have to change their internal
databases, but when exchanging messages they have to use those
shared entities.

T
e

NationalityCode NationalityName

~ PSE eilanli

/_R \\
Agency A

Code Name Nationality

- 4 <NationalityCode>PSE<NationalityCode/>
PAL | cplauts _ 4 A
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The Entity Server
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The Entity Server (example entity)
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The Entity Server (mapping tables)
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The Entity Server (Methodology)
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For each Entity, we:

— provide the classification in different formats: (\WWeb service
(XML), xls, sql, html).

— provide Documentation that also serves as log/history document
of the Entity. :

— make sure the developed standards cover tables used in 4
different governmental agencies.
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The Entity Server
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The Entity Server (entity-identity mappings)

In case same entities (e.g. people) are identified differently across
organizations, exchanging data about such entities requires that their
identities are mapped to each other

For example:
(Passportnumber1, Passporthnumber2) of the same person,
(IDNumber, Name-Bdate-BirthPlace) of the same person,
(A.Platnumber, B.platenumber) of the same car; or
(A.landnumber, B.landcode) of the same land.

A mapping table should be built to link different identities of the same
entity.
Such entity-identity mappings are stored in the Entity server.



The address server



The address server: Why do we need it?

Addressing info is not consistent across all governmental agencies
« E.g., different agencies register different names/numbers for the same
building/street/area/region.
* |n addition, how to know that ‘Beit Sahour Str’ is part of ‘Beit Sahour ’, and
that ‘Beit Sahour ’ is part of ‘Bethlahem’.

~ ~ ~
N A N A N A
Street Street Street
Beit Sahour St Shepherds Field Karkafe Street
- - -
agency A agency B agency C

Currently: citizens have different address cross ministries; ministries
cannot register full address; different spellings of towns and streets;
ministries cannot send official letters to citizens, etc.

> In order for different governmental agencies to interoperate, they must
use the same address system.



The Address Server
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The Address Server
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Database of State Databases
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Service Repository

 Metadata about e-governmental services will be collected and kept in
a repository of services.

» Such metadata includes specifications of:

« Formal description of governmental services (including the AS-
IS and TO-BE business processes models),

 Web services (WSDL),
« Web service repository (UDDI).



Business Process modeling

« There is typically a set of services that a ministry provides to citizens,
to enterprises, and to other governmental institutions.

« Such services (called business processes) for all ministries should be
well defined (formal AS-IS and TO-BE models); or at least those
services that need to be provided.



Service Repository: governmental Business

Processes
As-is process model Re-engineered process “To-be model”
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Ontology-based Service Governance
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Ontology-based Service Governance

Government ontology
describes not only the
------ data but also the services
(classification).

|
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The Government Ontology
in more details



Ontology-based Service Governance

The Government Ontology can be viewed as a framework
(or a standard) that consists of the agreed-upon
vocabulary (naming), meaning, structure and business
rules pertaining to the data exchanged in e-Government
services.



Zinnar — Palestinian Government Ontology

Legal-Person Module

L Orntclogy Server | The Pake »

+ C f O orerpnaps:

\\
4
_p-‘—-’o- r 4 - \\‘
o A0 - v p G — e ——
- ' e AN :
o TN
Pubic Comafiados — > \ oy ——
msarts 3ot BNNAR > o 2 e A N 2 ——
- - ” —— —“-_-
"""" vt L e - __.f" / - ~ ~_ ~— Y
— S Y e m s w - — — TP
s - P -
”~ A BT -— = ’ \ ~
(/, I\ | " ,' A\ ~ —
Events & News « iaY D, ¥ “. " o —— P—t{ J =\ e~
f W\ —_— -
MPOAYY 4 . | ol
e —— -
T ~rha e
Asatec
PRRTURTTRPPR &1 isn Term English Detminon b Arabic Term Sonke iy i o e
o £F - . r»” ¢
s n 1 oy X o~ gl sy T\ y
v ‘ rustence (o Mdfm‘ﬂ,l'
Aol o S .. J ™) .
of &

LTl T

’ _ ANt ¥ i L ] ) a e L > b N - d g
0 bados B p— 'y MantTy of Wderion
v ) VST ) S 00 XN s e v ) .
egvin ' | - 4

A,
Maatry of M: "‘




Government Ontology — What is it?

The Government Ontology is a formal description of the
terminology (concepts and their interrelationships) that are
communicated in the Government domain.

=>» so that all the terminology in the web services is mapped to
(commits to) this ontology.
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Government Ontology — How it was built?

* The Government Ontology in Palestine was built smoothly with low cost.
« Only two persons were involved, and it was delivered at a short time;

 Few meetings with some domain experts were conducted.

=>» The way the ontology was engineered was effective, mainly, because:
» The ontology was modularized into several modules,
» The notion of gloss, to also informally describe concepts,
* The use of ORM, to model and graphically represent the ontology.



Government Ontology — What is it?

The Government Ontology is modularized into separate (but connected)
modules. Such modules are: Legal Person, Address, Organization, Car,

Land.




Government Ontology — How it was built?

The Government Ontology is modularized into separate (but connected)
modules. Such modules are: Legal Person, Address, Organization, Car,
Land.

Modules are:
1. Easier to reuse
| 2. Easier to build, maintain, and replace
1 3. Enable distributed development of modules
1 4. Enable the effective management and browsing

N Modularization is based on (Modularity criteria):
1. Subject-oriented

2. Purpose/Task-oriented

3. Stability




Zinnar — Palestinian Government Ontology
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Government Ontology (Example)

Each Module consists of three components: (1) ORM Diagram, (2)
Glossary, (3) Business Rules.
(

ORM Diagram <

Glossary <

\

Business Rules {



Government Ontology (Example)

Each Module consists of three components: (1) ORM Diagram, (2)
Glossary, (3) Business Rules.

1- ORM Diagram [ o

Business Rules <



Government Ontology (Example)

Each Module consists of three components: (1) ORM Diagram, (2)
Glossary, (3) Business Rules.
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Government Ontology (Example)

Each Module consists of three components: (1) ORM Diagram, (2)
Glossary, (3) Business Rules.
(

ORM Diagram <

3- Business Rules
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Zinnar The Palestinian e-Government
Interoperability Framework

Part 1. What is e-government

Part 2: E-government Frameworks

Part 3: Introduction to Zinnar

'/ Part 4: Zinnar Organization and Committees
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